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Transferring files on isolated remote desktop environments using windows messages

This presentation is about:

Post-exploitation ‘technique’ to upload & download
files on isolated remote desktop environments
Test case: Citrix

GUI Transfer Toolkit v1.0 (GTT)
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Transferring files on isolated remote desktop environments using windows messages

Scenario
You found a MS RDP / Citrix server during a pentest

€ Web Interface Log In - Windows Internet Explorer &M
@U ¥ | @] http://192.168.1.112/Citrix/AccessPlatform/auth/logi v [ &3 ‘yl X I l Bing P v
57 Favorites 53 @ Suggested Sites v @] Web Slice Gallery v
€@ Web Interface Log In - v [ @ v Pagev Safetyv Toolsv @~

CiTR!X' ‘ Web Interface cls

Log in ) | Welcome

Please log in
User name:

| To log in, enter the credentials required, and then click Log In.

Password: If you do not know your log in information, please contact your
help desk or system administrator.

Domain: Message Center
WIN2003TEST -]

The Message Center displays any information or error messages
Advanced Options >>> that may occur.

Log In |

Done € Internet | Protected Mode: On ¥ v ®100% ~
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Transferring files on isolated remote desktop environments using windows messages

Scenario
* You gained access and can execute available apps

€ Citrix Access Platform - Windows Internet Explorer &M

G-

.7 Favorites ‘ 95 (@ Suggested Sites v @] Web Slice Gallery v

€ | http://192.168.1.112/Citrix/AccessPlatform/site/defar vl b3 | ‘y‘ X l ‘ Bing P v

€ Citrix Access Platform o~ v [ pm v Pagev Safetyv Tools~ '@"

— ,

Ci'I'R!X' Web Interface cli=

Applications B 45D & | Welcome

Citrix Applications

{: Top L'@ Up

Welcome to your personalized view of your Citrix
B applications. The Applications box contains icons
for the applications that you can use. Click an
minotepad icon to launch an application. Click Refresh to
view the latest applications. Click Settings to
Reconnect L Disconnect ] [ Log Off J c_hange_your settings. Click a folder icon to _
display its contents. If you have problems using
an application, please contact your help desk or
system administrator for more information.

m

Message Center

“j There are no existing applications available
for reconnection. 8

€ Internet | Protected Mode: On Y3 v H100% -~

.
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Transferring files on isolated remote desktop environments using windows messages

Scenario

* In this example, you can run Notepad

€ Citrix Access Platform - Windows Internet Explorer ' o |8 X ’

@Q v ’g, http://192.168.1.112/Citrix/AccessPlatform/site/defal v| M | ‘?| X ‘ ‘ Bing P ")

.7 Favorites ’ 9 (@ Suggested Sites v @] Web Slice Gallery v

@ Citrix Access Platform | fa - v [ dm v Pagev Safetyv Toolsv @~

CiTR!X' Web Interface S

P untitied - Notepad - |Oo| x|

File Edit Format View Help
Applications @ l [- i
k(: Top @ Up
minotépad )
[ Reconnect | | Disconnect | E

€ Internet | Protected Mode: On Y3 v ®100% ~
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Transferring files on isolated remote desktop environments using windows messages

Scenario
* Now you get shell to exec arbitrary cmds
* Many ways to do it...

"% e.g.: Help system, file open/save dialogs, menu bar, print menus,
hot-keys, etc.

@ Citrix Access Platform - Windows Internet Explorer ‘ o | = 2 |
@ U 4 lg http://192.168.1.112/Citrix/AccessPlatform/site/defal vl b | +y ‘ X l 1 Bing L v
T R
(€ Citrix Access Platform Look in: IE) syste  Select ]' O 2 Ll o~
| h Acibgh  Open &) emdial32.dil -
[ Untitled - Notepad J Zclean  Runas.. lemadkey.exe =
T e LB [ clicor| 7-Zip > glcmdwzexe
IE. 2 clicor @) crmgra2.hip fr—
clicor  SendTo » &b cmmon32.exe
Desktop clipe &) cmphk32.dll -
clipbt . &) cmprops.dil
. Q. clipst Copy &) crmsetACL.dll
Helusa create Shorteut &8 cmstp exe
My Documents £l cluso Delete & crautil.di
Sowst o &) cnbjmon.dil =
! 3 [Teluste — 2] cnetefg.dil
@Cme{ Propetties @cnu’fat.dll
My Computer 2] colbact.dil
*» X [ 2l
-
My Network — IEIENEL Icmd.exe ;I Open
Places
J Files of type: IAII Files LI Cancel
. | ==t ]
Encoding: |AN5| EI
Y &
Done € Internet | Protected Mode: On fa v ®100% ~
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Transferring files on isolated remote desktop environments using windows messages

Scenario: the problem

How to upload/download files from the isolated server?

(& Citrix Access Platform - Windows Internet Explorer

No clipboard functionality available
no cut&paste, or binary transfers using clipboard

No ‘client drive mapping’

No Internet access
No outgoing/incoming network traffic whatsoever
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Transferring files on isolated remote desktop environments using windows messages

Scenario: the problem

How to upload/download files from the isolated server?

No clipboard functionality available
no cut&paste, or binary transfers using clipboard

No ‘client drive mapping’

No Internet access
No outgoing/incoming network traffic whatsoever

Only link with remote server is the GUI...
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Transferring files on isolated remote desktop environments using windows messages

Scenario: the problem

How to upload/download files from the isolated server?

No clipboard functionality available
no cut&paste, or binary transfers using clipboard

No ‘client drive mapping’

No Internet access
No outgoing/incoming network traffic whatsoever

Only link with remote server is the GUI...
Let’s use that!...
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Transferring files on isolated remote desktop environments using windows messages

The GUI: a two-way communication channel

( Emd.efe) G\o*tepadjexe)

(Remote desktop server (e.g.: Citrix server))
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Transferring files on isolated remote desktop environments using windows messages

The GUI: a two-way communication channel

( Emd.efe) G\o*tepadjexe)

[Remote desktop server (e.g.: Citrix server)]
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’
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Transferring files on isolated remote desktop environments using windows messages

The GUI: a two-way communication channel

(cimd.efe) G\o*tepadjexe)

¢ ’ /¢ ’ ;
Send’/ UP|OaC| channel (Remote desktop server (e.g.: Citrix server)]

_____ \_-_-______________________________________________________,'
Server

‘Receive’/‘Download’ channel

~

View’ of cmd.exe  “View’ of notepad.exe

= t
|

w5

9 L Y
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Transferring files on isolated remote desktop environments using windows messages

The GUI: a two-way communication channel

( Emd.efe) G\o*tepadjexe)

¢ Y /¢ )
Send’/ UP|OaC| channel (Remote desktop server (e.g.: Citrix server)]

* mimic/automate user input

C s s s s s T s TS

’

----- \-----------------------------------------------------------

t,
"7}
&

Server
o

‘Receive’/‘Download’ channel

~

View’ of cnd.exe  ‘View’ of notepad.exe y

- la v
\_ J
Remote desktop client (e.g.: Citrix client)
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Transferring files on isolated remote desktop environments using windows messages

The GUI: a two-way communication channel

( Emd.efe) G\o*tepadjexe)

¢ Y /¢ )
Send’/ UP|OaC| channel (Remote desktop server (e.g.: Citrix server)]

* mimic/automate user input

C s s s s s T s TS

’

----- \-----------------------------------------------------------
Server

‘Receive’/'Download’ channel
* Detect changes in the GUI

~

‘View’ of cmd.exe  ‘View’ of notepad.exe -
. User input

- la v
\_ J
Remote desktop client (e.g.: Citrix client)

N mEEEEEEEEEEEEEEEEEE NN NN NS
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Transferring files on isolated remote desktop environments using windows messages

‘Send’/*'Upload’ channel

* mimic/automate user input

message loop
Microsoft Windows [Uersion 5.2.37901

(C> Copyright 1985-2003 Microsoft Corp.

C:\WINDOWS\system32>_ while(GetMessage(&Msg, NULL,

{

TranslateMessage(&Msg);
DispatchMessage(&Msqg);

N

D T IR

MyProcess.exe
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Transferring files on isolated remote desktop environments using windows messages

‘Send’/*'Upload’ channel

* mimic/automate user input

message loop

Microsoft Windows [Uersion 5.2.37901
(C> Copyright 1985-2083 Microsoft Corp. [ \

C:\WINDOWS\system32>_ while (GetMessage(&Msg, NULL, 0, 0) > 0)

{

TranslateMessage(&Msg);
DispatchMessage(&Msqg);

\ Y,

Send/PostMessage(hCmdWnd, WM_CHAR, char_code (e.g.:'A’), repeat count_&_ others)

,-.-..-.~
D T IR 4

MyProcess exe
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Transferring files on isolated remote desktop environments using windows messages

GUI Transfer Toolkit (GTT)

gtt_upload_citrix

Mimics/automates user input using VWIN32 API
E.g.: SendMessage(hwnd, WM_CHAR, keycode, flags)
Uploads | byte ‘at a time’ (per ‘message sent’)
Can upload ascii & binary files

Four ‘modes’:
‘plaintext’ mode: sends ASCI| data
‘copy con’ mode: same as ‘plaintext’ but creates file
‘base64’ mode: uploads base64-encoded binary data
‘debug.com’ mode: uploads binary data using debug.com (hexa)
debug.com/exe is everywhere
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Transferring files on isolated remote desktop environments using windows messages

GUI Transfer Toolkit (GTT)

With gtt_upload_citrix we can upload files now

Send/PostMessage(hCmdWnd, WM_CHAR, char_code (e.g.:'A’), repeat count_&_ others)
MyProcess.exe \ """""""""""""""""""""""""""

| -byte at a time

...but we want to do it faster.

Ekoparty 2010 - Turbo Talk



Transferring files on isolated remote desktop environments using windows messages

--------------------------------------------

(gtt_fastupload_server_citrix.exe)
A |

|

(Remote desktop server (e.g.: Citrix server))

*3.3

o
L .

T EEE s ST EE.

Server

WM_AMSG, 4-bytes, 4-bytes

----------------------------------------------------------------------

Send/PostMessage(hVVnd,
WM_AMSG, 4-bytes, 4-bytes)

\_ _J

ST M E NN E NN NN NN NS SN =N

~ ’

Workstation

N m """ """ """ """ EEEEEEE s
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Transferring files on isolated remote desktop environments using windows messages

--------------------------------------------

(gtt_fastupload_server_citrix.exe)
A |

|

[Remote desktop server (e.g.: Citrix server))

T EEE s ST EE.

""""""""""""""""""""""""""""""" Server.
.
| WM_AMSG, 4-bytes, 4-bytes
Send/PostMessage(hVVnd,
WM_AMSG, 4-bytes, 4-bytes)
N y
Remote desktop client (e.g.: Citrix client) '

Workstation

N m """ """ """ """ EEEEEEE s
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Transferring files on isolated remote desktop environments using windows messages

--------------------------------------------

(gtt_fastupload_server_citrix.exe)
A |

|

[Remote desktop server (e.g.: Citrix server))

T EEE s ST EE.

""""""""""""""""""""""""""""""" Server.
.
| WM_AMSG, 4-bytes, 4-bytes
Send/PostMessage(hVVnd,
WM_AMSG, 4-bytes, 4-bytes)
N y
Remote desktop client (e.g.: Citrix client) '

Workstation

N m """ """ """ """ EEEEEEE s
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Transferring files on isolated remote desktop environments using windows messages

--------------------------------------------

(gtt_fastupload_server_citrix.exe)
A |

|

[Remote desktop server (e.g.: Citrix server))

T EEE s ST EE.

""""" T S erver
N\
| WM_AMSG, 4-bytes, 4-bytes
Send/PostMessage(hVVnd,
WM_AMSG, 4-bytes, 4-bytes)
N y
Remote desktop client (e.g.: Citrix client) '

Workstation

N m """ """ """ """ EEEEEEE s
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Transferring files on isolated remote desktop environments using windows messages

GUI Transfer Toolkit (GTT)

gtt_fastupload_citrix

Uploads 8 bytes at a time (per ‘message sent’) instead of |
Uses ‘special’ windows message that is sent to server without
filtering’
e.g.: SendMessage(hwnd, WM_MYMSG, 4-bytes, 4-bytes)
Only message found with this characteristics out of 2432 possible
messages

Client/server

Faster uploads
ASCII & binary files (no base64-encoding needed)
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Transferring files on isolated remote desktop environments using windows messages

‘Receive’/'Download’ channel
* Detect changes in the GUI

bytes of file.exe are ‘translated’
to (Xx,y) coordinates

s
:| hwnd = FindWindow(CLTRWND)
| (xy) = GetWindowRect(hwnd)

Filesize = (x,y)

1 " GTT_DSERVER_CITRIX_DATA...l o | & I&J}

- |
L - GTT_DSERVER_CTI’RIX_DATA...[ =AES I—’E—w

-

g | While FileSize > 0: g
1 | hwnd = FindWindow(DataWnd)|:
[...] (x,y) = GetWindowRect(hwnd) :

1 " GTT_DSERVER_CITRIX_DATA...l o | & ‘ﬁj‘

| WriteToFile(xy)

i
L , GTT_DSERVER_CITRIX_DATA...[ S | B |3

FileSize -= 2

4

AN

gtt_fastdserver_citrix.exe

gtt_fastdclient_citrix.exe

Server Workstation
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Transferring files on isolated remote desktop environments using windows messages

‘Receive’/'Download’ channel
* Detect changes in the GUI

File.exe: 10,20,40,F4 |..]

File.exe:

Server Workstation
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Transferring files on isolated remote desktop environments using windows messages

‘Receive’/'Download’ channel
* Detect changes in the GUI

File.exe: 10,20,40,F4 |..]

" & GTT_DSERVER CITRIX_DATA...-= =) [ S |

(10,20)

File.exe:

Server Workstation
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Transferring files on isolated remote desktop environments using windows messages

‘Receive’/'Download’ channel
* Detect changes in the GUI

File.exe: 10,20,40,F4 |..]

B GTT_DSERVER_CHRIX_DATA...[ o | B S |

hwnd = FindWindow(DataWnd2)
(10,20) = GetWindowRect(hwnd)

(10,20)

File.exe:

Server Workstation

Ekoparty 2010 - Turbo Talk



Transferring files on isolated remote desktop environments using windows messages

‘Receive’/'Download’ channel
* Detect changes in the GUI

File.exe: 10,20,40,F4 |..]

hwnd = FindWindow(DataWnd2)
(10,20) = GetWindowRect(hwnd)
WriteToFile(10,20)

B GTT_DSERVER_CTTRIX_DATA...l o e |

(10,20)

File.exe:

10,20

Server Workstation
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Transferring files on isolated remote desktop environments using windows messages

‘Receive’/'Download’ channel
* Detect changes in the GUI

File.exe: 10,20,40,F4 |..]

hwnd = FindWindow(DataWnd2)
(10,20) = GetWindowRect(hwnd)
WriteToFile(10,20)

B GTT_DSERVER_CHRIX_DATA...[ o | B S |

(10,20)

B GTT_DSERVER_CHRIX_DATA...[ o | B S |

(40,F4)

File.exe:

10,20

Server Workstation
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Transferring files on isolated remote desktop environments using windows messages

‘Receive’/'Download’ channel
* Detect changes in the GUI

File.exe: 10,20,40,F4 |..]

"1 GTT_DSERVER_CITRIX_DATA.. i (51 [P | i hwnd = FindWindOW(Data Wnd2 )
L (10,20) = GetWindowRect(hwnd)
(IO,ZO) ’ i erteTOFlle(IO,ZO)

" & GTT_DSERVER CITRIX_DATA.. =/ ). [ | E hwnd = FlﬂdWlndOW(Datawnd3)
. (40,F4) = GetWindowRect(hwnd)

(40,F4)

File.exe:
10,20

Server Workstation
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‘Receive’/'Download’ channel
* Detect changes in the GUI

File.exe: 10,20,40,F4 |..]

"1 GTT_DSERVER_CITRIX_DATA.. i (51 [P | i hwnd = FindWindOW(Data Wnd2 )
L (10,20) = GetWindowRect(hwnd)
(IO,ZO) ’ i erteTOFlle(IO,ZO)

5 o e R . hwnd = FindWindow(DataWnd3)
. (40,F4) = GetWindowRect(hwnd)

File.exe:
10,2040,F4

Server Workstation
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Transferring files on isolated remote desktop environments using windows messages

‘Receive’/'Download’ channel
* Detect changes in the GUI

File.exe: 10,20,40,F4 |..]

"1 GTT_DSERVER_CITRIX_DATA.. i (51 [P | i hwnd = FindWindOW(Data Wnd2 )
L (10,20) = GetWindowRect(hwnd)
(IO,ZO) ’ i erteTOFlle(IO,ZO)

5 o e R . hwnd = FindWindow(DataWnd3)
. (40,F4) = GetWindowRect(hwnd)

[.] [.]

File.exe:
10,2040,F4 |[..]

Server Workstation
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Transferring files on isolated remote desktop environments using windows messages

GUI Transfer Toolkit (GTT)

gtt_fastdownload_citrix

Client/server
Downloads binary & ascii files
Server creates |0 windows

Download loop:

Server sets (x,y) of windows with bytes from file to transfer
Client tracks (x,y) coordinates of windows
Client saves new (x,y) as bytes to file

Downloads 20 bytes ‘at a time’ (per ‘delay unit'...)
2 bytes per window (x,y)
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Transferring files on isolated remote desktop environments using windows messages

Future Work

Support for MS RDP and other platforms (e.g.: xserver)
Improve speed

‘Delay’ auto-sensing

Built-in compression

Experiment with other implementations of same idea

e.g.: use pixels/images instead of (x,y) coordinates
e.g.:grab (x,y) and also size (x2,y2)
etc.

Implement tcp/socks proxy
Use Citrix Protocol

Better results? but current implementation is super simple
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Conclusions

Even when explicitly disabled through different measures
data/file transfers are possible on isolated remote desktop
environments
GUI provides implicit bidirectional channel for data transfer

The GUI Transfer Toolkit (GTT) is an implementation of this
concept

Don’t trust isolation lightly
perform thorough assessment of your environment
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Thank you!

Hernan Ochoa (hernan@ampliasecurity.com)
www.twitter.com/hernano
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